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Process Explorer
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&5 Process Explorer - Sysinternals: www.sysinternals.com [KURBANMHalil]

File Options Yiew Process Find Users Help
B o= B3 # & MW
Process FID CPU  Description Company Mame Uszer Mame Path ersion
=1 —| System |dle Process 0 8682 MNT AUTHORITY...
T Interrupts nta Hardware Interrupts
TDPCs n'a Deferred Procedure Call:
=1 ] System 4 154 MNT AUTHORITY...
= ] smzs.ene 596 Windows NT Session Mana... Microzoft Corporation NT AUTHORITY... C:wINDOWS systern32hsmss.exe 5.01.2600.2
[ csrss.ene 644 Client Server Runtime Process Microsoft Carporation NT AUTHORITY... C:NwWINDOWS systern32icsrss.exne 5.01.2600.2
= m winlogon.exe i) ‘Windows NT Logon &pplicat... Microzoft Corporation NT AUTHORITY... C:wWINDOW S system32winlogon.exe 5.01.2600.2°
=[] services.exe 712 Services and Cortroller app Microsoft Corporation NT AUTHORITY... CAwWINDOW S ysystem32\services.exe 5.01.2600.2°
E gvchost.exe ar6 Generic Host Process for wi.. Microsoft Corporation MT AUTHORITY... C:hwWINDODWShspstem32hsvchost. exe 5.01.2600.2
E gvchost.exe 944 Generic Host Process for wi.. Microsoft Corporation MT AUTHORITY... C:hwWINDODWShspstem32hsvchost. exe 5.01.2600.2
=) E gvchost.exe 1060 Generic Host Process for Wi.. Microsoft Corporation MT AUTHORITY... C:AWINDODWShspstem32hsvchost. exe 5.01.26002°
E wschtfye.. 556 Windows Security Center Mo, Microzoft Corporation FLURBAMH ali CAWIMDIOW S \spstem 32w chtfy. exe 5.01.26002°
E swchost exe 1128 Generic Host Process for Wi Microzoft Corporation MT AUTHORITYY. . C:A\WINDOWShspstem32hsvchost exe 5.07.2600 2
ﬁ swchost exe 1152 Generic Host Process for Wi Microzoft Corporation MT AUTHORITYY. . C:\WINDDWShspstem32hsvchost exe 5.07.2600 27
ﬁ spoolzy. exe 1496 Spooler SubSystem App Microzoft Corporation MT AUTHORITYY. . C:WWINDOWS \spstem32hspoolsy. exe 5.07.2600 27
VMwareSew... 1888 Yhdware Tools Service Wiware, Inc. MT AUTHORITY... C:\Program Files'Wtwarei\bmare Toole\WkwareS ervice exe 3.01.0000.3:
[ ala.exe 588 Application Laper Gatewayp 5... Microzoft Corporation MT AUTHORITY... C:SWINDOWShepstern32halg. exe 5.01.2600.2°
[ leass.ere 724 LS4 Shell [Export Wersion) Microzaft Corporation MT AUTHORITY... C:wWINDOWShspstem32ilsass.exe 5.01.2600.2°
= _‘1 explorer.exe 1684 Windows Explorer Microzaft Corporation KURBAMYH ali C:\wfIND O S Sexplorer. exe E.00.2900.2°
VMwareTray.exe 416 WhdwareTray Viware, Inc. KURBAMSH alil C:\Program Files\vwareWWMware ToolsWhwareTray.exe  3.01.0000.3:
EVMwareUser.eke 1692 Whdwarellzer Yiware, Inc. KURBAMHalil C:\Program Files\YMware\WMware Tools\WMwareUserexe  2.00.0007.0(
5 |EXPLORE.EXE B4 Internet Explorer Microsaft Corporation KURBAMHalil C:\Program Files\nternet Explorers|EXPLORE . EXE E.00.2900.2°
| procexp.exe 1852  1.54 Sysinternals Process Explorer  Sysinternals KURBAMNYHali C:\Documents and Settings'HalilhD esktophPracessExplarert... 11.04.0000.0
4 >
CPU Usage: 3.058%  Commit Charge: 19.00% Processes: 22
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B WINDOWS:SharKServer.cmd: 1348 Properties

TCP/IP Security Environment Skrings
Image Performance Performance Graph Threads
Image File

.

Wersion: 3,00,0000,0001
Time: 8412004 2:00 PM
Path {Irmaqge is probably packed):
CAWINDOWS: SharkSeryer,crd
Command line:
CAMWINDOWS: SharkServer,cmd
Current directary:
C\Documents and SettingsiHalihDeskkop!,

Parent: <Mon-existent Process =(1052)

Jser: KUREAMHalil

Started:  10:44:29 AM  1)25/2008 Bring to Front
Comment: Kill Process

Daka Execution Protection (DEP) Status: Disabled

I O, ][ Cancel ]
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Imange File
Inkernet Explarer
g (verified) Microsaft \Windows Publisher
Wersion: 6,00, 2900,2150
Time: g/4/2004 200 PM
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Gl NEI 8Pty DWRY A8®A B2 HBEAS ] NYZYRI Y R KFNYFIFNW @ P & | R/di

ldzf £ yFE NI 1 08 RFEKI RA11FOGEA cel E POFNFT TFENINIP 12R
’ﬁ New Server E]
“ea Basic Settings
[ Server Installation Iv Enable Firewall Bypass
B2 Start Up
j Install Events
3 Bind Files Inject Inte: [odefaulthrowser
£ EBlacklist
anti Debugging You can wse %edefautbronser s, Ynindi-Ys, Sespedi-e, Yorogramsdi-% and Sefempdli %
? ot i Ehe path ar varablas.
ealh
(# Firewall Bypass Exampie; Yaprogramsdir% (S Mesrenger|manmegr. exe
) Advanced
@ Summary
. Compile
¥ Try ko Unhook Userland API Hooks
[W Start Server manually if injection Fails:
[ Load Settings l [ Save Settings l

Se l0dzbrarlP 1 2 Rf | RIPWIPT HRBEF [afaf S NWPS | | WSy fisddydRII Yy RP 1 f |
injection€ geliyor.
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B WINDOWS:SharKServer.cmd: 1348 Properties M=

Image Performance Performance Graph Threads
TCR{IP Security Environment Strings

Frintable strings found in the scan:

IThiz program cannot be run in D05 mode. ~
Rich

R0

(=2

NE

LRI

z_Server

DLL

p

nika"

3HLC

zol

kenf

Rz

bEEMSWWINSCK. 05

inzockLib.

nDM

Hr Ptk

IrJ.g0

%S b
< ¥

(*) Image ) Memory [ S avie ] [ Fitd ]

[ oK ] l Cancel ]
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B WINDOWS:SharKServer.cmd: 1348 Properties g@@
Image Performance Perfarmance Graph Threads
TCP{IP Security Environment Strings

Printable strings found in the scan:

sharkl. Server ”
Shark.

The zharkl Project
. sharl-project. infio
boredcoders

sharkl. Server

Shark.

The zharkl Project
. sharl-project. infio
boredcoders

ghark. 3

The zharkl Project
BoredCoders

Shark. Server

Semer

R emate-Contraller

ENE

pif
.cmd
hat b
< >
(#) Image ) Memary [ S ave ] [ Fird ]

[ oK ] [ Cancel ]

S elll06:Karakter dizesil Y £ AT A AfS ONLKSEA {12R KIF{11PYyRL

Stringsti 6 PYRF F £G4 GF NF FaF.. KN NRIFY { BINKNAdSBBRIATIAZ2Y S
Imaged S@SYySEA 1TIFNF{GSNI RAT SESNAYA R2aéll WAGS SYIAa NS R
CANI 21 T FNINIP dz2 3dzA | WA TNEE SIVERBPIST 1A RP P NI NI 2108

R2aeél aAxaidiSYA NI SNARYRS &l LIt OF]1 O0ANI { I Nddd G SNJ RAT
AfAAf A R2BSHWMPWIYSAYANNESNAYRS 0ANI 1 NhetrieiGddd RAT Sa A |
kullanTan packer T | NI NX P R 3R dzaybpPRNEESKIePNE | Rl S dzl 62 &PEPY RY S
packer@ y & LI PEP A ASSESIEISHIE NERAT &1 ERS RIFIKIF FITflF A0S
TOGS 0 dmeyidtylaBlodSly SEA RSOSNES IANRE2N 0SS o0AT S ONLKSE
NT SNAWMISYGENI RAT S&aA FyFftATA &FLIEYPII AY(lly GFyPeés

NLIKSt ¥ SiipRMy o SNRY RE®IS NEISINDG KIREFPY RICP/I®AE IA | €
GFroPyl GP1f ISR IERNSEHD AMSYOSECAt BAI NI Gdzf NJ 2NI | YPYF
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B WINDOWS:SharKServer.cmd: 1348 Properties

Image Performance Performance Graph Threads
TCR{IP Security Erwironmment Strings
Rezolve addresses
f Local Address Remate Addrezs State
TCR kurban:1260 winxpprozpz: 31 ESTABLISHED
TCF kurban:1261 winkpprozpe: 31 ESTABLISHED
TCP kurban:1262 wirpprozpe: 31 ESTABLISHED
TCP kurban: 1263 winspprozpe: 81 ESTABLISHED

Thread stack at time port was opened

[ oK ] [ Cancel l
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FfYFY 3ISNB{A@2NI @I RF o0Fo61F NeNYyON LI MdzAA @7 SIY | Naekef
kdzf f | yORAANG PIWaBunlardan birtanesi Alternate Data Stream Tools for NTFS 2.5.0 isimli bir

shareware program.t N2 ANJ YP cel f PO G PNPLI 4 A Y R idistelendfedind | NNy Ny | f
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ADSTools

ADSTools - Alternate Data Stream Tools for NTFS  [Donate]]  Help ‘

Sk Wisible File{s] | Stream File[s] | Stream Bytes |
C:f I DS, Shark.Server.cmd, 205485
) CwwA M DWW S\ PrefetchiWIMDO... SHARKSERYER.CMD-037FFF... 24982
Open aFile C:w TN D OS5 Sapstern 32t rps5.dllsvchosts, svchostz.exe,... 28949

Open a Folder

Options

Close

Search finished Total bytes: 259416

Set8yl !5{¢22ta INIOP AtS 15{ {dAtFyFN}{ &F{€F Yyl

.dz LINPANI Y O a®(i IRPBEINIP o NIYKE St M AUBRRAEN YRS [RNIIAR 1 5 {
el f POGPEPYRI | 00Saa 5SYyASR YSalraP f RPY @S o6F 6l NP
b¢eC{ !'5{ INIoe (AGAYRSY TFIL&8RIflIYyRPY® .dz {AGA
http://www.flexhex.com/docs/articles/download/streamtools.zip adresinden indirebilirsiniz. Bu tool set@
A@SNRAAAYRS @SNIFEFyY /{ LINBINIYP &IFNRPYPetl {KINNY{
41 f POGPNRPEPY 1 2VYdz

C\streamtools>cs\windows:SharkServer.cohSharKServer.cmd

Geklindeydi. 4 I f PO UPNBPOPNIPT PYdzh NJ 6S{TAf RS 3II NEBOAYA @SNAYS
R2&ael NMNRAIAMPNI o06dz R2adleP AYUISNYySiGS 2yt AyS (F Ny
geldi.

Online Malware Analizi

.dz A0ftSY AceAy (1dAfFYRPEPY p FIENJEP 6S06 aridSair oI N

kategoridekisitelera  RSOS o Ny & RPEPRS | §F IPRIPERBRY BT R NNNYE SNRA y A

kullanarakdzLJt 2 R SGOGAEAYAT 12Rdz Iyl AT SRALI a2ydzef | NPYy®P

@1 YOSYAYA dzZ € yFENF{1 TFENINIP {2Rdz ¢elot BPRPRNIRLI RI& @S
u

FEty OANMAG2GFE ©S 22GdGA At1 1 S2NRES RAESN Neo

http://www.virustotal.com/tr/

http://virusscan.jotti.org/



http://www.flexhex.com/docs/articles/download/streamtools.zip
http://www.virustotal.com/tr/
http://virusscan.jotti.org/

http://www.cwsandbox.org/

http://sandbox.norman.com

http://analysis.seclab.tuwien.ac.at/

AYRA St A YRS ADAINDRIBE TP (1] &FLb SRy yRet | NBnstoFdISE WS & A Y A
a2y dze® BI-BERRA|I NBOAf ANBAYAT ®. dz a2y dzoef F NJ ;eeSNeSPSaAyRS
2f RdzZ€dzy Ry O NLKSYAT 1FfYPeé2N®

VirustotalQ?\y adPpyzéety BIRNS1f A &l Odzy RdzEdzy @S AYI I

LISTASGGANANI YI K)\ééﬁuém ¢ RSY Rt | @A §odudemit dbiafildib |

| Ace GNNI FPRATFALFI&82Yy & LIV R yo di d2f NiF YRR P ShiFhyy Toy
NT SNAYRS cel £ POt NJ- 1 2] RIKIGSF b RiHHKAPYIYSKE A
31 aGSNBSaA®

€ iy Tl = i s fisyist Explorier: JJ Ls

}} http f s, virustotal, comfcompacta, html

D3 oAt LE] [= ] ] [wm]

File SharKServer.cmd received on 01.25.2008 14:07:13 (CET)

Antivirus Version U:;:i::.e Result

AhnLab-v3 2008.1.25.11|2008.01.25 |-

AntivVir 7.6.0.53 2008.01.25 |[BDS/Shark.IF.2

Anthentium 4.93.8 2008.01.25 |-

Avast 4.7.1098.0 2008.01.25 |-

BVG 7.5.0.516 2008.01.24 |[BackDoor.Shark.D

BitDefender 7.2 2008.01.25 |[Backdoor.Shark.AE

CAT-QuickHeal 9.00 2008.01.24 |-

ClamAV 0.91.2 2008.01.25 |-

Drileb 4.44.0.09170|2008.01.25 [BACKDOOR. Trojan

eSafe 7.0.15.0 2008.01.16 |suspicious Trojan/Worm

eTrust-Vet 31.3.5484 2008.01.25 |-

Ewido 4.0 2008.01.24 |-

FileAdvisor 1 2008.01.25 |-

Fortinet 3.14.0.0 2008.01.25 |-

F-Prot 4.4.2.54 2008.01.24 [W32/shark.A.gen!Eldorado

F-Secure 6.70.13260.0(2008.01.25 |W32/Smalldoor.BELS

Tkarus T3.1.1.20 2008.01.25 |[Backdoor.Shark.RAD

Kaspersky 7.0.0.125 2008.01.25 |Backdoor .Win32.Shark.if

McAfee 5215 2008.01.24 [New Malware.d

Microsoft 1.3109 2008.01.25 |[Backdoor:Win32 /Sharke.B

NOD32v2 2822 2008.01.25 [ProPably a variant of

Win32/Genetik

MNorman 5.80.02 2008.01.24 [W32/5malldoor.BBLS

Panda 9.0.0.4 2008.01.24 |-

Prevxl V2 2008.01.25 |-

Rising 20.28.41.00 |2008.01.25 |- |

Sophos 4.25.0 2008.01.25 |Troj/Baxor-Gen

Sunbelt 2.2.5%07.0 2008.01.25 |-

Symantec 10 2008.01.25 |-

TheHacker 6.2.9.196 2008.01.23 [Backdoor/Shark.if

VEBA3Z 3.12.2.5 2008.01.21 |Backdoor.VB. Shark

VirusBuster 4.3.26:9 2008.01.24 |-

riebwasher- 6.6.2 2008.01.25 [Trojan.Backdoor. Shark.IF.2

Gateway

If
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Summary:
Risk

Description
Autostart capabilities: This executable registers processes to be executed at system start. This could
result in unwanted actions to be performed automatically.

Creates files in the Windows system directory: Malware often keeps copies of itself in the Windows
directory to stay undetected by users.
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