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Ben KIimim?
A Microsoft MVP, Enterprise Security
A Profesyonel Penetration Tester
AAdl i Bililim Uzman:¢
A SANS Mentor fnww.sans.org)
AADEO Kurucu Ortak ¢
> Y°neti cil si

H A CISSP, GPEN, CISA, CHFI, CEH,
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Bi | gi Ké(;arzeekléamr &af
Veri Se

A Common Vulnerabilities and Exposures Websitesi
(http://cve.mitre.org )
0 United States Department of Homeland Security (DHS)t a r a f destekl@mniyor.

A National Vulnerability Database (NVD) Web sitesi

(http://nvd.nist.gov_ )
0  United States Department of Homeland Security (DHS)t ar a f destekleniyor.

0 Busite¢ z er i zafiyetlerin y € | Ig & ragy r & haldeSbklgilerinin yera | dX@ML o r ma tzafiyeddae t ay | a
indirilebiliyor .(http://nvd.nist.gov/download.cfm )

A G¢ v e Bitelierk

o http://www. securityfocus.com
6 http://www. secunia.com

0  http://www. securitytracker .com
> Al r et i dckentidvehsiteleri
: 0 https://rhn.redhat.com/errata
D 0  http://support.novell.com/linux/psdb
6 http://sunsolve.sun.com
I I I http://www.microsoft.com/technet/security/current.aspx

A Open Security FoundationTar af endan Y°%°net il
www.adeo.com.tr

d http:// datalossdb.org
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Bi | gi K dwycnosafk [Detaylaé

AMicrosoftdun yeni arama mot
mi |l yarl arca web sitesini ta
sitelerini tespit edecek bir teknolojiye sahip ve bu
teknol oj I hali hazerda kull a
sitelerden korumak 1 -1 n kul

A MSRT20096un il k yarésénda vVya
indirilip -alélterelmelter.

A WindowsDef ender yaklalé&k 100 r

-al el eyor .
A Not: Mi crosoft Live OneCare vy

Mi crosoft Security Essenti a
kull anécéel are taraféndan ¢c
kul |l aneéel abil ecek.
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Zafiyet [ sioi

A MMPC(Microsoft Malware Protection Center)

taraféndan kull anel an i si
Anti virus Research Organi
Nami ng Scheme standarte [

ger-ekleltiri Il mi Ftir.
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Worm:Win32/Conficker.B!inf

Type Platform Family Name Variant Additional information
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This map illusTates the relative infection rates of diffesing regions based on
the number of infected computers discovered per 1,000 excartions of the -
MSRT. Fer example, a region colored yellowwould have an irfection rate of

» between 7and 8 computers per 1,000 execetions of the MSRT. www.nicrosoft.com/sir
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Malware Detections by Country/Region (per 1000)
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Country/Region Computers Cleaned (1Hag) Computers Cleaned (zHo8) Change
4

United States 13,671,056 13,245,712 5.5% A Z a r a r I e k O d I a r d 8
China 2,795,455 3,558,033 21.3% ¥ H H =
Brazil 2,156,269 1,654,298 30.3% & b I I g I S a y a r S a y e I
United Kingdam 2,043,431 2,225,016 -B.2% ¥ g o ya o Nn 6 n d e
Spain 1,853,234 1,544,623 20.0% A y
France 1,703,225 1,815,635 -5.2% ¥ b u I u n d u r u I d u L u n C
Korea 1,619,135 1,368,857 18.3% A ar t é I g 0} S t er en b
Italy 1,192,867 978,870 21.9% & o o we
Turkey 1,161,133 768,939 51.0% & S e r a I a m a S e %1. H( T C
“er dartélla ikinci s
Mexico 057,697 g15,605 4.8% &
Canada 42,826 916,263 2.9% A
Taiwan 781,314 #456,020 67.3% &
Russia 581,601 604,598 -3.8% ¥
Japan 553,417 417,269 32,6% &
Poland 551,419 409,532 34.6% A
Netherlands 454,957 641,053 -228% Y
Australia 416,435 464,707 -10.4% ¥ . (0]
Portugal 375,502 337,213 11.3% A NOt' Y a n t a r a f t a g

. . . . '
Belgium 208,627 267401 z20% ¥ istatistikler Microsoft'un desktop
Saudi Arabia 205,157 154,697 32.5% A . . .
Sweden 197,242 287,528 -31.4% ¥ antl -m a I W a’ r e (l r 6 n I e
Colombia 183,504 164,986 11.5% A t e m| 7 | enen b | | g |
Greece 161,639 158,476 2.0% & o
Denmark 160,001 24,021 -286% ¥ k u I I a n e I a r a k O I U

Waorldwide 39,328,515 37,522,44G
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3 Finland 1.9 d) Serbia and Montenegro g7.2

m Austria 2.1 Turley 32.3

Pyerte Rico 21 = PBrazil 26.4

Philippines 2.3 o Spain 218

)G) Wigtnam 2.4 CG Kaorea 21.3

Macao S.AR. 2.4 Saudi Arabia 20.8

— Tunisia 2.5 — Taiwan 20.4

o Maroceo 2.6 cs Guatemala 17.G

Algeria 2.8 Russia 15.0

CU Kenya 2.9 N Mexico 14.5

(- Kazzkhstan 2.9 Thailand 14.0

CG Germany 3.0 Egypt 13.7

Switzerland 3.0 X Portugal 13.7

N Jamaica 3.0 O Ecuador 13.5

Japan 3.0 Poland 13.0

Pakistan 3.0 A Honduras 13.G

N Uruguay 3.1 Colombia 12.9

< Canada 3.1 El Salvador 11.8

Sweden 3.2 Croatia 1L.0

Malta 3.2 LIJ Jardan 10.3

- c Denmark 3.2 Costa Rica 10.0
LIJ Norway 3.3 Greece 9.8
I I I Luxembourg 3.3 kel 23
India 3.3 Hungary 9.3
Trinidad and Tobago 3.4 Macedonia, FY.R.C. B.7
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Number of computers cleaned for every 1,000 MSRT executions, by operating system, 1H09
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v Kul aneéecel] e
Kul anece K-2a

Windows Live OneCare Top Families

Most Significant Category Percent

ASX/Wimad Trojan Downloaders & Droppers 16.3%
Win3z/Agent Miscellaneous Trojans 7.4%
Win3z/Renos Miscellanegus Trojans 5.0%
Winzz/Cbfuscator Misc. Potentially Unwantad Software 3.4%
Win32/Pdfjsc Exploits 3.0%
Win32/Xilos Viruses 2.9%
Winzz/Swif Trojan Downloaders & Droppers 2.3%
Winzz/Alureon Miscellanegus Trojans 2.3%
Win3z/FakeXPA Miscellaneous Trojans 2.2%
Win32/Autorun Worms 1.9%

Forefront Client Security Top Families | Most Significant Category Percent
Win3z/Conficker Worms 12.3%
Win3z/Autorun Worms 6.6%
Winzz/Hamweq Worms 5.9%
Winzz2/Agent Miscellanegus Trojans 5.1%
: Win32/Taterf Worms 3.9%
Win3z/0Obfuscator Misc. Potentially Unwantad Software 1.9%
I I I Win3z2/Renas Miscellanecus Trojans 1.7%
Win32/RealVNC Password Stealers & Monitoring Toals 1.6%
Win3z/Sality Viruses 1.6%
Autolt/Renocide Waorms 1.4%

www.adeo.com.tr
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Adware
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@ Exploits

>
U
I

O

www.adeo.com.tr

lSahte ge¢venlik yazél émlaréné da i -i
yél da da yine en -o0ok temizlenen zare
Bir °nceki yaréyél 5. sérada yer al
yéksel mi b dur umda
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A4

Family Mast Significant Categary 1Hog 2Ho8
1 Winzz/Conficker Worms 5,217,862 3.719
2 Wingz/Taterf Warms 4,911,865 1,516,446 ﬁ . ' .
3 Win32/Renns' Trajzn Bownloaders & Droppers 3,323,198 4,371,508 O n f I C k e r a a I
4  Winzz/ZangoSearchAssistant Adware 2,933,627 3,328,275 I I I I k I n V e r I I e r
5 Winz2/Frathog Password Stealers & Monitaring Tools 2,764,226 1,037,451

p

6 Winzz/FakeXPA* Miscellaneous Trojans 2,384,457 1,691,353 F O u n d a- t I O n t a r C

. + - - ) ot
7 Winzz/Vundo Miscellaneous Trejans 2,119,606 3,635,207 S a L I a n me I V e r I I
8  Winzz/Alurean Miscellaneous Trojans 1,976,735 510,281
9  Win3z/ZangoShcoppingreparts Adware 1,412,476 1,752,252
10 WinzafAgent Miscellansous Trojans 1,361,557 1,289,178 l&\ S t er | S k ( * ) |
11 Winza/BaiduSchar Misc. Potentially Unwanted Software 1,347,151 1,131,180 0 .
12 Win3g2/Hotbar Adware 1,312,826 1.477.886 g S t e r I I e n Z a r E
13 Win32/2Zlob" Miscallaneous Trojans 1,286,646 3,772,217 g C \V; e n I | k y a 7 é I é
14 Winzz/GameVance Adware 1,225,802 360,813
15 | Wing2/Wintrim Miscellansous Trejans 1,222,446 -
16 ASX/Wimad Trojan Downloaders & Droppers 1,167,383 1,168,724 A( a m a ( A ) I I a r e
17 Winsz/Yektel* Trojan Downloaders & Drappers 1,614,449 381,314 )
18 Win32/Czlop” Miscallansous Trojans 815,897 597,105 I I a r e t I e n e n Z a. r
19 | Winzz/Tibs Miscellansous Trejans 803,109 830,809 S a h t e . V e n I I k
20  Wing2/Bances Password Stealers & Monitoring Tools 748,038 738,667 . . g (J .
21 Winzz/Winwebsec* Miscellaneous Trejans 713,240 91,356 I n d I r e n Z a r a r I E
22 Win32/SeekmoSearchAssistant  Adware 708,500 803,082 .

_ : : etmektedir.
23 | Win32/Small Miscellansous Trojans 673,034 276,347
24 Winzz/Cutwail' Trojan Downloaders & Droppers 842,501 412,686
25 | Win3z/Koobface® Warms 640,964 -

Microsoft'un anti-mal war e desktop ¢reéenleri taraféndan 2009
yarésénda tespit edilen top 25 zararl é

www.adeo.com.tr
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Zararl e Varyant

Category 1Hag 2Hog Difference

Viruses 68,008,496 62,755,355 5.3%

Misc. Trojans 23,474,535 16,638,333 £1.1%

Password Stealers & Monitoring Tools 7087141 1,287,106
Trojan Downloaders & Droppers 6,251,286 5,511,400
Adware 3,402,224 1,422,480
Misc. Potentially Unwanted Software 2,753,008 3,332,050
Waorms 2,707,560 2,391,722
Explaoits 1,211,250 869,023
Backdaars 589,747 631,520

Spyware 269,556 116,985

115,854,807 94,985,967

www.adeo.com.tr E 200Adeo Bililim Danélmanl &k Hizm



Sayesal ' mz al

A Microsoft AuthenticodeE tekn
emin ol mak 1 -in kullanél an b
ol dulLunu i1 spatl amaz fakat ko
|l -eri sindebir kimlik 11 e el

u

r

A AuthenticodeE sertifikalarée
(°rnelin Veri Sign, Global Sig
yayenl ayan kur

ki mli Li ni doLr

A Teoride zarar|l

iImzalanabilirler. Bunlar:;

i

um sertifi kaye \
ul amakl a y¢keéml
é kodlar bir ka-

i
u
o

0 Ge-erl i bir yayénceé yanl éllékla zar

0 Ge-erl i bir yayénceéya verilen sert.i
bu key kull anélarak zararl é kodl ar

0 Sertifika otoriteler:i zararl e kod vy
A Her bir versiyonda farkIl & i mz:
sayesal i mzale zararl e kodl ar ¢

www.adeo.com.tr
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Win3z/Hotbar
Win3z/ZangoSearchAssistant
Win32/ZangoShoppingReports
Win3z/Pointfree
Win3z2/BaiduSobar
Win3z/Wintrim
Win3z/SeekmoSearchAssistant
Win32/RealVNC

Win3z/GameVance

Win3z/WinFixer

U
I

O

Most Significant Category

Adware

Adware

Adware

Misc, Potentially Unwanted Software
Misc. Potentially Unwanted Software
Miscellanecus Trojans

Adware

Misc. Potentially Unwanted Software
Adware

Misc. Potentially Unwanted Software

% of Signed % of Signed
Threat Files Threat Reports

0.0%
0.0%
0.0%
0.3%
0.0%
||» 52.8%
0.0%
0.0%
- 25.7%

0.1%

31.3%
23.4%
17.1%
4.7%
3.7%
3.3%
2.5%
1.9%
1.9%
0.7%

www.adeo.com.tr
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Web Tabanl e Yay

Spyware (o. 4“.-’\
Exploits (4.0% VJ

Adware (4.4%) — Trojan Downloaders
& Droppers (33.4%)

Viruses (4.5%

ka zararl é
n zarar | I
el éml ar é

d
ar

Password Stealers —
& Monitoring Tools (6.6%)

o ® W
QO ®

-

Backdoors (7.6%)—

Misc. Potentially — Y Misc. Trojans (21.7%)

Unwanted Software (7.8%)

Worms (9.6%) Spyware (o.é*fu,‘—l
Exploits (1.8%) —

Viruses (3.4%)

— Misc. Trojans (24.4%)

=

Adware (5.0%)

Bal ka zar a
downl oad e
r

I e I r B}c\<cloaérsr(99§f
en rar | él

Misc. Potentially —
Unwanted Software (12.2%)

w

dalLél éml a

MDc Q —

¥ — Trojan Downloaders
& Droppers (22.8%)

Password Stealers & Monitoring Tools (12.5%)—

www.adeo.com.tr E 200Adeo Bililim Danélmanl &k Hizm



Phishingv e Hedef
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Spam | st a

LI LI

200906un il k yareéeseéenda oOF0O@RsEUONN iinN ki -yearrigks 8 nda
filtreleme filtreler |metsaarja|faernednanc obll roakf lj akn apme |
mesajl arén kategoril erreang®arrege dalLél é me
}DA 2009"un il k yaresénda Forefront Onlin
III taraféndan al énan mesajl arén %97, 3'u
? °nl eniyor .

DA l'r¢n tanétémlareée yapélan spam mesajl a
%69,2
www.adeo.com.tr

E 200Adeo Bililim Danél manl &k Hi zm



Ot omati k SQL | nj

="
B 1. The automated tool searches for 4 '“ -
vulnerable Web applications, and uses '
’ =

multiple SQL injection techniques to
insert malicious HTML <script> tags into
every string column in multiple tables.

2. If a Web page loads string data from
a compromised database without
checking for second order XSS attacks,

invisible “drive-by" exploits occur on

the page.

3. When a visitor loads the
infected page, it secretly
contacts an exploit server to
download the exploits.

U SJ | iy
R — 4. Users with vulnerable

I I I browsers become infected.
200906un il k yarésénda -ok fazla sayeéda otor
karl él al el de. Detayl & analiz i-in alalLeédaki

Anatomy of a SQL Injection Incident (March 14, 2008)
Anatomy of a SQL Injection Incident, Part 2: Meat (March 15, 2008)

www.adeo.com.tr E 200Adeo Bililim Danélmanl &k Hizm




Video posted by Tom

Adobe Flash Player Update

This content requrres Adobe Flash
Player 10.37. Would you lke to install
now?

/€ YuoTube :: Broadcast Yourself :: Video posted by Tom - Windows Internet Explorer o[

P~ T [

QO [e ] x |l s0g »-
iy Favorites | (@ YuoTube :: Broadcast Yourself =: Video posted by ...

@ To help protect your security, Internet Explorer blocked this site from downloading files to your computer. Click here for options...

Sign Up | Quickust (0) | Help | Loa n

From: Tom
Joined: 1 year ago
"l Videos: 5

Subscribe

Embed:

Customize

<object width="425" height="344"><param name="movie"

Koobface o Facebook worm 2.0

Facebook, MySpace ve Twitter
gibi sosyal network siteleri

kull anécél ar éné he
Win32/Koobface, genelde worm

olarak bilinse de
kodl aré downl oad e
baréndér an, bul alt
bilgisayarlardaki gizli bilgileri ve

Fifrelerdi -al an, ¢
yazél émlarénén r el
birden fazla bilel
Wi n32/ Koobface b

bilgisayar sahibinin sosyal

More From user alLl ardaki kont ak

— should watch my

mesajé ile birldi

gePsterilen video

bulundulu mesajl
U Video Responses: 10 Text Comments: 70 g Snderi yor.

I II \# Done @ Intemnet | Protected Mode: On A~ ®10% ~ =

'l gili URL'"deki videoyu izl emeye -alélan kul

FIl ash Player'én g¢ncellenmil versiyonunu ind

www.adeo.com.tr E 200Adeo Bililim Dané&l manl &k Hizm



Browser Zafiyetleri

Browser-based exploits targeting Microsoft Browser-based exploits targeting Microsoft
and third -party software on computers and third -party software on computers
running Windows XP, 1H09 running Windows Vista, 1H09

Wi ndows XP vyv¢é¢kl ¢ bil gl saya
>1O browser zafiliyeti 1 -1nde
§Do|anénla§|ésé 6 i ken bu r ake
Il sisteminde sadece 1.

O

www.adeo.com.tr
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End¢gstri de Za

B Application

Vulnerabilities
o B Erowser
Vulnerahilities
2,500 | o
B Operating System
Vulnerabilities
1,500
. 104 ’Hoy  1Ho& 2 1Hog

A— -
n = (I )
U 2Hor Hoé 2Ho& 1Ho 2 Ho&
-

www.adeo.com.tr

- .l

—

2009 un ilk yarésénda a-éklanan z
yarésena oranla %28, 4 azal mél dur
A-&klanan illetim sistemi zafiyet
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Ende¢gstri de

Kritiklik seviyesine gRaremehdklsdk isevi yesin

genelindeki zaf,iyetl|l erdgendlaiLred ekné zaf,i yetl e

1HO041H09 1HO41H09

2009"un il k yareséeénda CVSS (Commo

g°re kritiklik seviyesi y¢gksek ol

yareséna oranla %12, 9"l uk bir aza
Www.adeo.com.tr E 20 0Adeo Bililim Danélmanl &k Hizm




MI cr osoft Zaf i

B Microsoft

W

= .
A l

www.adeo.com.tr

B Non-Microsoft
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B Mi n
. -
ﬂ j E __!'l
w A—
E 1 '
‘ B R
_— .
1 d
_U 2Ho7z 1HOS8 2HoOB8 1Hog

III Open Security Foundation taraféndan i
(http:// datalossdb.org.)"deki bilgiler
Rapor edilen veri kayéplaré i-erisind

D ol ulturmaktadér.

www.adeo.com.tr
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Tugkiy&K'dey fnddildae N B a
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Kategoni Etkilenen
Bilgisayar Sayisi
Trojan
Downloaders
and Droppers;

Worms 583,847 BO¥_ .. .. Backdoors: [~ PyWare; 0,8%
Viruses; 4,2% : / Exploits; 0,1%

PWS and Monitoring 3,2% /

Tools 413,329 Adware;
4,6%__

Misc. Trojans 149,735

Misc. Potentially

Unwanted Software 144,752

Trojan Downloaders

and Droppers 130,350

PWSand

Adware 75,592 Monitoring
Tools; 25,3%

Viruses 69,326

Backdoors 51,530

Spyware 12,965

Exploits 1438

U
I

www.adeo.com.tr
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www.adeo.com.tr

Adi
Win32/Taterf

Win32/Frethog

Win32/PossibleHo
stsFileHijack

Win32/Renos
Win32/Zlob
Win32/Cutwail
Win32/Brontok
Win32/C2Lop
Win32/Alureon
Win32/Parite

Win32/leefo

Win32/Vundo

Kategori

Worms

Password Stealers &
Monitoring Tools

Misc. Trojans

Trojan Downloaders &
Droppers
Trojan Downloaders &
Droppers
Trojan Downloaders &
Droppers

Worms

Misc. Trojans

Misc. Trojans
Virus

Virus

Virus

Adi
Win32/SeekmoSea
rchAssistant

Win32/Bancos
Win32/Rjump
Win32/Rustock
Win32/Small

Win32/ZangoSearc
hAssistant

Win32/Tibs

Win32/Playmp3z

Win32/Conficker

Win32/ZangoShop
pingreports

Win32/Ldpinch
Win32/FakeXPA

Win32/Lolyda

Adware
Misc. Trojans
Worms
ackdoor
Misc. Trojans

Adware

Misc. Trojans

Adware

Worms

Adware

Password Stealers
& Monitoring Tools

Misc. Trojans

Misc. Trojans

D=

Consulting Services

E 200Adeo
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G ze C(Car

A T¢rkiye' de i | Win328Tatafddie ryyead a |l iakni nci s é&r a
ailesin map edilmil s¢regcelerden yayeéel é
bilgilerini -al mak.

A Terkiyede i ki noWin3XFéethegddae, ryyead aalbmenl i nci s &
-al maye ama-1layan bir trojan ailesi ol a
gizIli bilgileri, multiplayer online oyu

A Terkiye' de ¢ - ¢ n oNn32PéssilbledHastsRileHijackatl gny ada g -
rastlanan bir zararl e kod delLil. Bul al't
yaparak belirli sitelere erilimi engel/l

A T¢rkiye' de dor d¢g nmngd2/Fethagaddéan yyaedra a¢ -agnn € ¢ S
-elit trojan&Dropper ol an bu zararl é ko
yazél emlaréené indiriyor.

A T¢rkiye' de bel i WinB2/ZbBd agnlpagaroml gnegncyeé
bil gi sayardaki | nt ernet Explorer ayarl a
y°nl endirerek zararl & yazélemlare indir

A T¢rkiye' de vyedi nnB2/BsoBtokaddean waed a atlaam 25 i -
al méyor. BulaltéelLé bilgisayarda bul dulu
postal ara eklenti olarak ekl eyen bu zar
yeteneline sahip

www.adeo.com.tr
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Forefront Online Protection for Exchange

8o

70 [

60 [
50
S 40
30 [
> 20
o 10

| FOPE taraféndan bl okl anan el ek
periyotlarla g°steri mi

www.adeo.com.tr

I

Billions

Jan-09 Feb-o9 Mar-o9 Apr-og May-o9 Jun-og
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B | | K |
100% ™ A— A—
] B a 5
80% -
60% - B Delivered
B Content Filtered
B Edge Filtered
lIOU/EJ —
20% |-
> 0%
1Hoé 2Hoé 1Ho7y 2Ho7 1Ho8 2Ho8 1Hog

: FOPE tarafenda el ektronik postalareéen
III al enan °nl e nmbbdiyor. iBltekniklel; 0 k | a
AP Adres [ t Reputation Kleecking) o | ¢ (

AMTP Ballanté Anali zi

D Al &cé& DolLrul ama
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E n

Country/Region

Rank

1 United States

2 China
3 South Korea
4 Brazil
5 Argentina
6 Russia
7 5pain
8 United Kingdom
g Poland
L 10 Japan
U 11 Canada
Romania

III .

O

www.adeo.com.tr

¢ ok

Spam Messages Sent

448,089,800
150,066,661
137,911,376
68,195,970
35,791,082

Spam

G° n

Rank | Country/Region Spam Messages Sent

13
14
15
16

17

35,695,413 ||- 18

31,411,007
30,781,792
27,964,107

27,203,794
25,624,928
24,868,889

19
20
21
22
23
24
25

Czech Republic
India

Italy

France
Germany
Turkey
Bulgaria
Chile
Australia
Netherlands
Colombia
Ukraine

Taiwan

21,881,505
21,483,789
20,886,430
19,716,403
18,684,483
17,759,814
15,420,482
14,712,049
14,666,998
13,601,095
11,731,721
10,874,301

10,289,608

E 200Adeo
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Windows Live Hotmalil

III 10 zararl é

taraféndad'rhentbpas“t:e

@
taraf éndan

Rank | FOPE Families Most Significant Category Percent
1 Win32/Small Trojan Downloaders & Droppers 39.1%
z Win3z/Virut Viruses 10.3%
3 Wingz/Zbot Passwaord Stealers & Monitoring Tools 8.5% E
4 Winzz/Delflnject Miscellanecus Potentially Unwanted Software 4.3%
5 Wing2/Provis Miscellanecus Trojans 3.4%
6 Win3z/vB Miscellanecus Trojans 3.1%
7 Win32/Prolaco Worms 2.6% 1
3 Winzz/Netsky Worms 2.6%
9 Wingz/Mydoom Worms 2.3%
10 Win3z/Autorun Worms 2.1%

Windows Live Hotmail Families

|S/Redirector
Win3z2/Netsky
Wingz2/Mabezat
Wing2/Helpud
Win32/Rochap
Win32/Agent
Wins2/Gamania

ASX/Wimad

Win32/Mydoom
Wingz/Mywife

| ektroni
ayel maya

O zarar |

Maost Significant Category

Miscellaneous Trejans

Worms

Virus

Miscellanegus Trojans

Trojan Downloaders & Droppers
Miscellanegus Trojans

Passwerd Stealers & Monitoring Toels
Trojan Downloaders & Droppers
Worms

Worms

k

e

P
- a
t

0
I

e

Percent

10.4%
8.1%
4.7%
3.9%
3.5%
2.6%
2.3%
2.2%
2.2%

2.1%

0 dw;
— g

www.adeo.com.tr

E 200 Ade

o Bilili

m Danél man|l

é k

Hi

Z m



ZaaarhiaveH SéeleWethtistSdet e |

>

T
1

O

www.adeo.com.tr

E 200Adeo Bililim Danél manl &k Hi zm



et mek
site
sunu
A Bu t
Z1iya
A Zivya
a

I

u

— ® d =" < O

C'D(f—" —

Z ar

Kul
kor
°nl e

A Micros
t ut mak
kul | an

T>o
— o S
- O M X (D¢

www.adeo.com.tr

i
r
I

é

@) O 0O 9 =
- D x — — —

r
ft
a d
C €

rapor edilmektedir.

| ar genell i kl e Web sit
n yada zararl e kodl ar e
genell i kl e masum ki il
€ oluyor
e ge-i1ril mil surgpbet ul a
| er i bile -oLu zaman |
|l erin bu lekilde el e g
odl arén bilgisayarl ar e
| aré bu tg¢gr zararl é i -
-in browser geliltiric
al mél durumdal ar .
bilinen phishing sunu
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| are taraféndan ve Mic
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i Favorites | <4 @ Suggested Sites v £ Get More Add-ons v

Sofety ~ Teols ~ 9‘*

Bi- B - & - Bege-

% Reported Unsafe Website: Navigation Blocked

This website has been reported as unsafe

67.78.148.194

J

We recommend that you do not continue to this website.

@ Go to my home page instead

been
nat r mign

This website has reported to Microsoft for containing threats to your

computer tr reveal person r finandal information.

@& More information

This website has been reported to contain the following threats:
o Phishing threat: This is a phishing website that impersonates a trusted

website to trick you into revealing personal or financial information

® Learn more about phishing

@ Report that this site does not contain threats

& Disregard and continue (not recommended)

U
11

@ Intenet | Protected Mode: On fa v ®10% ~

€ Reported Unsafe Website: Navigation Blocked - Windows Internet Explorer o[- 3]
&~ [ amason i v 22 Unsafe Website | +7| | [ 5ing 2

O

Internet Explorer 8'de
SmartScreen Filter ve
Internet Explorer 7'de
Phishing Filter olarak
bilinen teknolojiler
sayesinde
URL' de bal
istediklerin bu URL
Mi crosoft
veritabane
sorgul aney

ELer ziyar
istenen web sitesi
veritaban
kul | anécén
girmesi engelleniyor.
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100%
> 50%I I I I I I I I I
_ 0%

Jul-o8 Aug-08 Sep-08 Oct-08 Nov-08 Dec-08 Jan-o9 Feb-o9 Mar-09 Apr-og May-09 Jun-09

III |l nternet Explorer taraféndan bl o
D erilim istek oranlaré Mayés ve H
artel g°ster mekte
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Akti f Phishing

140%

120%

100% |-
80%
60% |-
40%
20% I
0%
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Hedef Organizasyonla

Internet Explorer
taraféndan bl
i stekler i1 -1ni
hedef organizasyon

dalLeéel émeé

> Aktif phishing sitelerinin

hedef organizasyon »
D dal é

bazénda " & mé

O
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