
Έ ΨΦΧΦȟ !$%/ "ÉÌÉĥÉÍ $ÁÎąĥÍÁÎÌąË (ÉÚÍÅÔÌÅÒÉȟ  4İÍ ÈÁËÌÁÒą ÓÁËÌąÄąÒhttp://security.adeo.com.tr

(ÁÌÉÌ v:4­2+#d
Microsoft MVP, Enterprise Security
GCFA, GPEN, CISSP, CISA, CEH, CHFI
!$%/ "ÉÌÉĥÉÍ $ÁÎąĥÍÁÎÌąË (ÉÚÍÅÔÌÅÒÉ 
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Á"ÉÌÇÉ ­ÎÉÖÅÒÓÉÔÅÓÉ "ÉÌÇÉ 'İÖÅÎÌÉøÉ ÖÅ !ÄÌÉ "ÉÌÉĥÉÍ
!ÒÁĥÔąÒÍÁÌÁÒą 'ÒÕÂÕ ­ÙÅÓÉ

ÁdÓÔ3ÅÃ ÖÅ !ÎËÁ3ÅÃ  /ÒÇÁÎÉÚÁÓÙÏÎ +ÕÒÕÌÕ ­ÙÅÓÉ
ÁMicrosoft MVP, Enterprise Security
ÁProfesyonel Penetration Tester
Á!ÄÌÉ "ÉÌÉĥÉÍ 5ÚÍÁÎą
ÁSANS Mentor (www.sans.org) ɀSEC 508 -

Computer Forensic Investigations and Incident 
Response%øÉÔÉÍÉ ɀ10 Nisan 2010

Á!$%/ +ÕÒÕÃÕ /ÒÔÁËǪ'İÖÅÎÌÉË "ÉÒÉÍÉ 9ĘÎÅÔÉÃÉÓÉ
ÁCISSP,  GPEN,  GCFA, CISA, CHFI, CEH 
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ÁNeden Memory Analizi?
Á-ÅÍÏÒÙ dÍÁÊą !ÌÍÁ 9ĘÎÔÅÍÌÅÒÉ ÖÅ 
!ÒÁëÌÁÒą
Á-ÅÍÏÒÙ dÍÁÊą !ÎÁÌÉÚ 9ĘÎÔÅÍÌÅÒÉ ÖÅ 
!ÒÁëÌÁÒą
Á$ÉøÅÒ 9ÁÒÄąÍÃą !ÒÁëÌÁÒ
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Neden Memory Analizi?
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Á RFC 3227 Evidence Collection and Archiving
Á 2.1 Order of Volatility 
ǐWhen collecting evidence you should proceed from the volatile to the less 

volatile. Here is an example order of volatility for a typical system.
ǐ - registers, cache
ǐ - routing table, arpcache, process table, kernel statistics, memory 

Á 3ÁÄÅÃÅ ÓÁÂÉÔ ÄÉÓË ÁÎÁÌÉÚÉ ÁÒÔąË ÔÅË ÂÁĥąÎÁ ÏÌÁÙÌÁÒą ëĘÚİÍÌÅÍÅÄÅ 
ÙÅÔÅÒÌÉ ÄÅøÉÌȢ

Á 'İÎİÍİÚÄÅ ËÕÌÌÁÎąÌÁÎ !ÎÔÉ-forensic teknikleri sayesinde disk 
İÚÅÒÉÎÄÅ ÈÉë ÂÉÒ ÉÚ ÂąÒÁËÍÁÄÁÎ ÓÉÓÔÅÍÉ ÅÌÅ ÇÅëÉÒÍÅË ÍİÍËİÎȢ
vÒÎÅøÉÎȠ
ÁMetasploit Meterpreter
Á#ÏÄÅ 2ÅÄ ÖÅ 31, 3ÌÁÍÍÅÒ ÓÁÄÅÃÅ ÍÅÍÏÒÙȭÄÅ ÙÅÒ ÁÌąÙÏÒȢ
ÁShadow Walker ve FUTo Rootkitleri
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Á 'ÅÒëÅËÌÅĥÔÉÒÉÌÅÃÅË ÍÅÍÏÒÙ ÉÍÁÊ ÁÎÁÌÉÚÉ ÉĥÌÅÍÉÎÄÅ ÁĥÁøąÄÁËÉ 
ÂÉÌÇÉÌÅÒÅ ÕÌÁĥÍÁË ÍİÍËİÎÄİÒȠ
Á3ÉÓÔÅÍÔÅ ëÁÌąĥÁÎ ÐÒÏÓÅÓÌÅÒ
Á"Õ ÐÒÏÓÅÓÌÅÒÉÎ ÎÅ ÚÁÍÁÎ ÖÅ ËÉÍ ÔÁÒÁÆąÎÄÁÎ ÂÁĥÌÁÔąÌÄąøą
Á0ÁÃËÅÒ ËÕÌÌÁÎąÌÁÒÁË ÐÁËÅÔÌÅÎÍÉĥ ÕÙÇÕÌÁÍÁÌÁÒąÎ ÕÎÐÁÃË ÅÄÉÌÍÉĥ ÈÁÌÌÅÒÉ
Á'ÉÚÌÉ ÐÒÏÇÒÁÍÌÁÒȟ ÒÏÏÔËÉÔÌÅÒȟ ÅÎÊÅËÔÅ ÅÄÉÌÍÉĥ ËÏÄÌÁÒ
Á!ËÔÉÆ ÎÅÔ×ÏÒË ÂÁøÌÁÎÔąÌÁÒąÎąÎ ÄÕÒÕÍÕ
Á+ÕÌÌÁÎąÃą ĥÉÆÒÅÌÅÒÉ
Á%ÎÃÒÙÐÔÉÏÎ !ÎÁÈÔÁÒÌÁÒą
ǐBitLocker, PGP Whole Disk Encryption vb.

Á+ÁÙÄÅÄÉÌÍÅÍÉĥ ÄÏËİÍÁÎÌÁÒ ɉÕÎÓÁÖÅÄɊ
Á9ÁËąÎ ÇÅëÍÉĥÔÅ ÇÅÒëÅËÌÅĥÔÉÒÉÌÅÎ ÁËÔÉÖÉÔÅÌÅÒ

ǐ'ĘÎÄÅÒÉÌÅÎǪÁÌąÎÁÎ ÅÌÅËÔÒÏÎÉË ÐÏÓÔÁÌÁÒ
ǐdÎÔÅÒÎÅÔ İÚÅÒÉÎÄÅÎ ÇÅÒëÅËÌÅĥÔÉÒÉÌÅÎ ÁÎąÎÄÁ ÍÅÓÁÊÌÁĥÍÁ ÙÁÚąĥÍÁÌÁÒąÎÁ ÉÌÉĥËÉÎ 
ËÁÙąÔÌÁÒ
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Á.Å ËÁÄÁÒÌąË ÇÅëÍÉĥÅ ÁÉÔ ÖÅÒÉÌÅÒÅ 
ÕÌÁĥąÌÁÂÉÌÅÃÅøÉÎÉ ÅÔËÉÌÅÙÅÎ ÆÁËÔĘÒÌÅÒ ÔÅÍÅÌÄÅ 
ĥÕÎÌÁÒÄąÒȠ

ÁdĥÌÅÔÉÍ 3ÉÓÔÅÍÉ 4İÒİ

Á&ÉÚÉËÓÅÌ (ÁÆąÚÁ -ÉËÔÁÒą

Á3ÉÓÔÅÍ 9ÏøÕÎÌÕË $ÕÒÕÍÕ

Á3ÉÓÔÅÍÄÅ +ÕÌÌÁÎąÌÁÎ 5ÙÇÕÌÁÍÁÌÁÒąÎȾ6ÅÒÉÌÅÒÉÎ 4İÒİ
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-ÅÍÏÒÙ dÍÁÊą !ÌÍÁ 
9ĘÎÔÅÍÌÅÒÉ ÖÅ !ÒÁëÌÁÒą
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ÁFizikselÈÁÆąÚÁÄÁyeralanverilerinÔÁÍÁÍąÕëÕÃÕÄÕÒ. 
SistemyenidenÂÁĥÌÁÔąÌÄąøąÎÄÁyadaenerjisi
ËÅÓÉÌÄÉøÉÎÄÅÂİÔİÎbu verileryok olur.

ÁFizikselÈÁÆąÚÁÄÁËÉverilerinÂİÔİÎÌİøİÎİÄÏøÒÕÌÁÍÁË
(integrity check) ÍİÍËİÎÄÅøÉÌdir.

Á5ÎÉØ ÔÁÂÁÎÌą ÓÉÓÔÅÍÌÅÒ ÉĥÌÅÔÉÍ ÓÉÓÔÅÍÉ İÚÅÒÉÎÄÅÎ 
ÆÉÚÉËÓÅÌ ÈÁÆąÚÁÙÁ ÅÒÉĥÉÍÅ ÉÚÉÎ ÖÅÒÉÙÏÒÌÁÒȟ ÆÉÚÉËÓÅÌ ÈÁÆąÚÁ 
ÅÒÉĥÉÍ ÙÏÌÕ /dev/memȟ ËÅÒÎÅÌȭąÎ ÓÁÎÁÌ ÈÁÆąÚÁÓąÎÁ ÅÒÉĥÉÍ 
yolu ise /dev/kmem

Á7ÉÎÄÏ×Ó ÔÁÂÁÎÌą ÓÉÓÔÅÍÌÅÒÄÅ ÆÉÚÉËÓÅÌ ÈÁÆąÚÁÙÁ ÅÒÉĥÉÍ 
ÉëÉÎ ËÕÌÌÁÎąÌÁÎ ÉĥÌÅÔÉÍ ÓÉÓÔÅÍÉ ÏÂÊÅÓÉ 
\\.\PhysicalMemory
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Á $ÏÎÁÎąÍ !ÒÁëÌÁÒą
Á &ÉÒÍ×ÁÒÅ ÔÁÂÁÎÌą ÄÅÂÕÇÇÅÒȭÌÁÒ ÙÁÒÄąÍąÙÌÁ ɉ3ÕÎ ÓÉÓÔÅÍÌÅÒÄÅ ÂÕÌÕÎÁÎ /ÐÅÎ"ÏÏÔ ÆÉÒÍ×ÁÒÅ΄É İÚÅÒÉÎÄÅÎ 
3ÐÁÒÃ ÍÉÍÁÒÉÓÉ ËÕÌÌÁÎąÌÁÒÁË ÆÉÚÉËÓÅÌ ÈÁÆąÚÁÎąÎąÎ ÉëÅÒÉøÉ ËÏÐÙÁÌÁÎÁÂÉÌÉÙÏÒȢɊ

Á Tribible-A Hardware-Based Memory Acquisition Procedure for Digital Investigations(www.digital-
evidence.org/papers/tribble-preprint.pdf)

ǐ 0#) ÇÅÎÉĥÌÅÍÅ ÙÕÖÁÓą İÚÅÒÉÎÅ ÏÌÁÙ ĘÎÃÅÓÉ ÙÅÒÌÅĥÔÉÒÉÌÅÎ ÂÉÒ ÆÉÚÉËÓÅÌ ËÁÒÔ ÙÁÒÄąÍąÙÌÁ ÉĥÌÅÔÉÍ ÓÉÓÔÅÍÉÎÄÅÎ ÂÁøąÍÓąÚ 
ÍÅÍÏÒÙ ÉÍÁÊą ÁÌÍÁ ëÁÌąĥÍÁÓą

ǐ #05ȭÙÕ ÓÕÓÐÅÎÄ ÍÏÄÁ ÁÌÄąËÔÁÎ ÓÏÎÒÁ $ÉÒÅÃÔ -ÅÍÏÒÙ !ÃÃÅÓÓ ɉ$-!Ɋ ËÕÌÌÁÎÁÒÁË ÆÉÚÉËÓÅÌ ÈÁÆąÚÁÎąÎ ÙÅÄÅøÉÎÉ  ÈÁÒÉÃÉ 
ÂÉÒ ÏÒÔÁÍÁ ÁÌÁÂÉÌÉÙÏÒȢ ɉvÒÎÅøÉÎ ÆÉÒÅ×ÉÒÅ ÈÁÒÉÃÉ ÓÁÂÉÔ ÄÉÓË ÙÁÄÁ ÈÁÆąÚÁ ËÁÒÔÌÁÒąÎÁɊ

ǐ /ÌÁÙ ÓÏÎÒÁÓąÎÄÁ ÂÉÒ ÁÎÁÈÔÁÒ ÙÁÒÄąÍąÙÌÁ ÄÅÖÒÅÙÅ ÁÌąÎÁÎ ÂÕ ËÁÒÔ ÎÏÒÍÁÌ ëÁÌąĥÍÁ ÓąÒÁÓąÎÄÁ ÉĥÌÅÔÉÍ ÓÉÓÔÅÍÉÎÄÅÎ ÇÅÌÅÎ 
ÓÏÒÇÕÌÁÒÁ ÙÁÎąÔ ÄĘÎÍİÙÏÒ

Á &ÉÒÅ×ÉÒÅ İÚÅÒÉÎÄÅÎ ɉÈÔÔÐȡȾȾÍÄȢÈÕÄÏÒÁȢÄÅȾÐÒÅÓÅÎÔÁÔÉÏÎÓȾΥÆÉÒÅ×ÉÒÅÃÁÎÓÅÃ×ÅÓÔɊ

Á !ÖÁÎÔÁÊÌÁÒą
Á dĥÌÅÔÉÍ ÓÉÓÔÅÍÉÎÅ ÂÁøąÍÌą ÄÅøÉÌÌÅÒÄÉÒȢ

Á $ÅÌÉÌ İÚÅÒÉÎÄÅ ÄÅøÉĥÉËÌÉøÅ ÙÏÌ ÁëÍÁÚÌÁÒȢ

Á $ÅÚÁÖÁÎÔÁÊÌÁÒą
Á /ÌÁÙ ĘÎÃÅÓÉÎÄÅ ÓÉÓÔÅÍÉÎ ÈÁÚąÒÌÁÎÍąĥ ÏÌÍÁÓą ÇÅÒÅËÉÙÏÒȢ

Á &ÉÒÍ×ÁÒÅ ÔÁÂÁÎÌą ÄÅÂÕÇÇÅÒÌÅÒ ÈÅÒ ÓÉÓÔÅÍÄÅ ÍÅÖÃÕÔ ÄÅøÉÌȢ

http://www.digital-evidence.org/papers/tribble-preprint.pdf
http://www.digital-evidence.org/papers/tribble-preprint.pdf
http://www.digital-evidence.org/papers/tribble-preprint.pdf
http://www.digital-evidence.org/papers/tribble-preprint.pdf
http://www.digital-evidence.org/papers/tribble-preprint.pdf
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Á Mdd

"ÅÎÊÁÍÉÎ 3ÔÏÔÔÓ ÁÎÄ -ÁÎ4ÅÃÈ ÔÁÒÁÆąÎÄÁÎ ÙÁÚąÌÁÎ ÂÕ ÁÒÁë ÉÌÅ 7ÉÎÄÏ×Ó ÉĥÌÅÔÉÍ ÓÉÓÔÅÍÌÅÒÉ İÚÅÒÉÎÄÅ ÄÄ 
ÆÏÒÍÁÔąÎÄÁ ÉÍÁÊ ÁÌąÎÁÂÉÌÉÙÏÒȢ ɉÈÔÔÐȡȾȾÓÏÕÒÃÅÆÏÒÇÅȢÎÅÔȾÐÒÏÊÅÃÔÓȾÍÄÄȾÆÉÌÅÓȾÍÄÄȾÍÄÄ-
1.3/mdd_1.3.exe/download

Á Win32dd

Matthieu 3ÕÉÃÈÅ ÖÅ -ÏÏÎ3ÏÌÓ ÔÁÒÁÆąÎÄÁÎ ÇÅÌÉĥÔÉÒÉÌÅÎ ÂÕ ÙÁÚąÌąÍ ËÅÒÎÅÌ ÍÏÄÄÁ ÍÅÍÏÒÙ ÉÍÁÊą ÁÌÍÁÙÁ 
ÉÍËÁÎ ÔÁÎąÙÏÒȢ (http://win32dd.msuiche.net/)

Á Winen

%ÎÃÁÓÅ ÉÌÅ ÂÉÒÌÉËÔÅ ÇÅÌÅÎ ÆÉÚÉËÓÅÌ ÈÁÆąÚÁÎąÎ ÉÍÁÊąÎą ÁÌÍÁË ÉëÉÎ ËÕÌÌÁÎąÌÁÎ ÐÒÏÇÒÁÍȢ

Á KnTDD

'-' 3ÙÓÔÅÍÓȟ )ÎÃȢ ÔÁÒÁÆąÎÄÁÎ ÇÅÌÉĥÔÉÒÉÌÅÎ  ÖÅ +Î44ÏÏÌÓ ÐÁËÅÔÉ ÉëÉÎÄÅ ÙÅÒ ÁÌÁÎ ÂÕ ÙÁÚąÌąÍ ÉÌÅ 7ÉÎÄÏ×Ó 
ΨΦΦΦȾ80ȾΨΦΦΩȾ6ÉÓÔÁȾΨΦΦήȾέ ÉĥÌÅÔÉÍ ÓÉÓÔÅÍÌÅÒÉ İÚÅÒÉÎÄÅ ÆÉÚÉËÓÅÌ ÈÁÆąÚÁÎąÎ ÉÍÁÊ΄ą 
ÁÌąÎÁÂÉÌÉÙÏÒȢɉÈÔÔÐȡȾȾÇÍÇÓÙÓÔÅÍÓÉÎÃȢÃÏÍȾËÎÔÔÏÏÌÓȾÓÕÐÐÏÒÔÅÄ;ÏÓȢÈÔÍÌɊ

Á FastDump

Á &ÁÓÔ$ÕÍÐ #ÏÍÍÕÎÉÔÙ ÖÅ &$0ÒÏΊ ÏÌÍÁË İÚÅÒÅ ÉËÉ ÖÅÒÓÉÙÏÎÕ ÏÌÁÎ ÂÕ ÙÁÚąÌąÍąÎ #ÏÍÍÕÎÉÔÙ ÖÅÒÓÉÙÏÎÕ 
İÃÒÅÔÓÉÚ ÅÄÉÎÉÌÅÂÉÌÉÒȢ#ÏÍÍÕÎÉÔÙ ÖÅÒÓÉÙÏÎÕ ÉÌÅ ΩΨ ÂÉÔ ÉĥÌÅÔÉÍ ÓÉÓÔÅÍÌÅÒÉ İÚÅÒÉÎÄÅ ÆÉÚÉËÓÅÌ ÈÁÆąÚÁ ÉÍÁÊą 
ÁÌąÎÁÂÉÌÉÙÏÒȢ ɉΪ '" ÓąÎąÒą ÖÁÒȢɊ ÈÔÔÐÓȡȾȾ×××ȢÈÂÇÁÒÙȢÃÏÍȾÐÒÏÄÕÃÔÓ-services/fastdump-pro/

Á MANDIANT Memoryze
Á -ÁÎÄÉÁÎÔ ÔÁÒÁÆąÎÄÁÎ ÇÅÌÉĥÔÉÒÉÌÅÎ ÂÕ ÙÁÚąÌąÍ ÉÌÅ ÈÅÍ ÆÉÚÉËÓÅÌ ÈÁÆąÚÁÎąÎ ÉÍÁÊą ÁÌąÎÁÂÉÌÉÙÏÒ ÈÅÍ ÄÅ ÁÌąÎÁÎ 
ÂÕ ÉÍÁÊ İÚÅÒÉÎÄÅ ÁÎÁÌÉÚ ÉĥÌÅÍÉ ÇÅÒëÅËÌÅĥÔÉÒÉÌÅÂÉÌÉÙÏÒȢ 
(http://www.mandiant.com/software/usememoryze.htm)
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Á!ÖÁÎÔÁÊÌÁÒą
Á/ÌÁÙ ĘÎÃÅÓÉÎÄÅ ÂÉÒ ÈÁÚąÒÌąøÁ ÇÅÒÅË ÄÕÙÍÁÚÌÁÒ

Á$ÅÚÁÖÁÎÔÁÊÌÁÒą
Á9ÕËÁÒąÄÁËÉ ÐÒÏÇÒÁÍÌÁÒ ÉÌÅ ÆÉÚÉËÓÅÌ ÈÁÆąÚÁÎąÎ ÙÅÄÅøÉ 
ÁÌąÎąÒËÅÎ ÂÉÌÅ ÈÁÆąÚÁÎąÎ ÉëÅÒÉøÉ ÄÅøÉĥÉÒ

Á3ÁÌÄąÒÇÁÎÌÁÒ ÔÁÒÁÆąÎÄÁÎ ÆÉÚÉËÓÅÌ ÈÁÆąÚÁÎąÎ ÉÍÁÊąÎąÎ 
ÁÌąÎÍÁÓąÎąÎ ĘÎİÎÅ ÇÅëÅÃÅË ĥÅËÉÌÄÅ ÓÉÓÔÅÍÅ 
ÍİÄÁÈÁÌÅ ÅÄÉÌÍÉĥ ÏÌÁÂÉÌÉÒȢ 
(http://ntsecurity.nu/onmymind/2006/2006-06-
01.html )
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ÁMdd
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Áwin32dd


