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Neden Memory Analizi?
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Ne Kadar Eski Bilgilere Ulasilabilir

EOOAI AA +0OI11 Al gl AT 5 U

http://security.adeo.com.tr EWOXDPh | $%/ " EI EhEl 49 A1 &EnAIEATAICs



http://security.adeo.com.tr EWOXPh | $%/ " EI EhEI 49 A1 &EnIEATAICH



Calisan Sistemden Memory Imaji Almak
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Imaj Alma Araclari-Donanimsal
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Imaj Alma Araclari-Yazilimsal
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Imaj Alma Araclari-Yazilimsal -Devam
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Imaj Alma Araclari-Yazilimsal

11872887 17.734 eula.1842 . txt
§ii.-87.-2887 17.734 eula.Z2B52 . txt
11872887 17.734 eula.3B82 . txt

Ag . 24280089 <DIR> fau—1.3.0.2378a
11872887 1.118 globhdata.ini
11872887 562,688 install.exe
11872887 843 install.ini
11872887 76,384 install.res.1828.d4d11
11872887 26,272 install.re=s.1831.411
11872887 21,152 install.res.1833.d4d11
11872887 29,296 install.res.1836.411
11872887 25,248 install.res.1848.d411
11872887 81.424 install.res.1841.411
11872887 79,888 install.res.1842.d411
11872887 ?5,.772 install.res.20852.411
1187288 26,272 install.res.3882.d4d11

536,33@,24@ méﬁuryimage.im-

= I

PH 6,816,131 nmap—-5.0@0—wind2.zip
A8.713.-28009 PH <DIR> Program Files
11872887 AM 5.686 vocredist.bhmp
1178772087 AM 1,442 522 UC_RED.cah
11872087 AM 232,768 UC_RED.MSI
Ag.~13.-2009 <DIR> WINDOWS
546,411,322 bytes
5 Dirdsd L.518,.983.688 hytesz free
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Imaj Alma Araclari-Yazilimsal

=+ Command Prompt

o+ Command Prompt

Extented memory availahble: B Kb ¢ A Mh>

Physzical page size: 4876 hytes

Minimum physical address: Bx1 0680

Maximum physical address: Bx1 FFFFAAA

Address space size: 536878912 hytes (524288 Kh>
Acguizition started at: [24-8-2082 (DD -MH-YY¥Y¥Y> 15:44:6 21

Acquisition finished at: [24-8-20809 (DD HH-YYYY> 15:49:47 JUTC>
2T ansed - ze

L:41 minutes:seconds (341 '

twwin32dd_i386_1.2.2 2006

Win32dd - vi.2.2.280986
Copyright <c> 2007 — 28

¢t Command Prompt

twwin3d2dd_i386_1.2.
Win32dd - v1.2.2.2

Hame

Copyright <c> 204 File type:
Acguisition method:
sage: win3d2dd.exe [ Content:

Destination path:

Option Descripth, , . 324d.ing

—l:[ EPE&EEF 0.%. Uersion: = Lreated file size: 536878912 hytes 512 Mh>
- eve O <build Z2688>
18 Open Computer name: ; eshooting): A:xA8BHEAE0
11 Uze Ke of written pages: 131872
Physical memory in us of inacessibhle pages: a
Phuzical memory size: of accessihle pages: 131872
—d Create Physical memm'--l’II avail
. Tyge_uif Y ¥ SHA1: 98CC
»rigin P : Fil : .
t1 MmPhys P:g;:g filg §3§§1ah13 Physical memory in use: 29
Physical memory size: 523768 Kh ( 511 Mho
-h Display Virtual memory size: Physical memory available: 369972 Kb < 361 HMho>
UVirtual il
le: irtual menory avatla Paging file size: 883372 Kb ¢ 862 Mh)
‘ampwiﬁgzdd exe —d Extented memory avail Paging file available: 763544 Kb 745 Mh2
- - - 1
- windZ2dd.exe -1 1 Physical izg = Uirtual memory size: 2897824 Kb < 2847 HMh
Minmimun phusical adde Uirtual memory available: 2884128 Kh < 2835 Mh>
Maximum physical addwr .
swwind2dd_i386_1.2. Extented memory availahble: B Kb ¢ A Mh>

Address space size:
Acguisition started a

Minimum physical address: Bx 16888
Maximum physical address: Bx1 FFFFaaa

536878912 hytes (524288 Kh)

Processing....

Address space size:
tnwind2dd_i386_1.2.2 . 20A70668 >
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Imaj Analiz Araclari

EU Aé

indirilebili
Memparser
# EOEO
http://sourceforge.net/pr parser adresinden indirilebilir.
Windows Memory Forensic Toolkit
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Imaj Analiz Araclari-Volatility

EAZ&ZaU
| AOAOOE

OAOA Ei AEI AO
| hAgaAA OEPI AOE AO
CAOeAEI AROEOAAEI EUT 08

- Raw (d)

- Hibernation file
- Crash dump file
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Volatility Kullanimi-2
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Volatility Eklentileri
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Volatility Kullanimi

D:“Memory AnalysissfUolatilitysUolatility—1.3_Béta>python uolatlllty
D:<Memory Hnalys1s\ﬂUo1at111ty\Uolat111ty 1.3_Beta ivreneds i Fashdump . Pyl = DeprecationWarni|
ng: the sha module is deprecated; use the hashlib module instead
import sha

Uolatile Systems Uolatility Framework vl.3
Copyright (C> 2807.2088 Uolatile Systems
Copyright (C> 2887 Komoku, Inc.

This is free software; see the source for copying conditions.

There is NO warranty; not even for MERCHANTABILITY o» FITHESS FOR A PARTICULAR PURFOSE.

usage: volatility cmd [cmd_opts]

Bun command cmd with options cmd_opts
For help gewegpecific command, »un ‘volatility cmd ——help’

Suppopled Interne INCommands:

connections Print list of open connections

connscan Scan for connection obhjects

connscan Scan for connection objects (MNewd

datetime Get datestime information for image

dlllist Print list of loaded dlls for each process
dmpZraw Convert a crash dump to a raw dump

dmpchk Dump crash dump information

files ?rint list of open files for each process
hibinfo Fonvert hibernation file to linear raw image
ident ldentify image properties

mendmp Lump the addresszable memory for a process
memmap Frint the memory map

modscan Skan for modules

modscan2 Stan_forentaule objects (New?

modules Phifieealist of loaded modules

procdump Dimp a protess, to an ejpomwsrlslsessple
pslist Pirint list of runifiveg,rocesses

psscan 5:an for EPROCESS ohJects

psscan S:an for process objects (New)>

ravZdmp (onvert a raw dump to a crash dump
regohjkeys Trint list of open regkeys for each process
sockets 'rint list of open sockets

sockscan scan for socket objects

sockscan2 Bcan for socket objects {(New>

strings Match physical offsets to virtual addresses {(may take a while. UERY

thrdscan Scan for ETHREAD ohjects

thrdscan2 Bcan for thread objects {New)
vaddump Dump the Uad sections to files
vadinfo Dump the UAD info
Lozl WaLn e reletnss

Supported Plugin Commands:

memmap_ex_2 Print the memory map
pslist_ex_1 Print list punning processes
pslist_ex_3 Print list running processes

usrdnp_ex_2 Dump the address space for a*frocess

VUTErt il

Example: el Ci my tile

D:<Memory AnalysisslolatilitysUolatility-1.3 _Beta>_
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Volatility Kullanimi - Devam

Command Prompt
usrdmp_ex_2 Dump the address space for a process
Example: volatility pslist —f Apathstosmysfile

D:sMemory Analysiss#llolatilitysUolatility—1.3_Bet@*python volatility connections —f "d:sMemo¥» Analy
iz~ Computer Forenzic Reference Data Sets (CFReDS ew=lavntop—2005-07-A4-1438.img"" ;
D:sMemory ﬂna1y31s\#Un1at111ty\Unlat111ty —1 .3_Betasforens lcs SWinoomereeivemp Ty il DeprecationWarni
ng: the sha module is deprecated;: wuse the hashlibh module instead
import sha

Local Address Remote Address Pid

127.8.8.1:1837 127.8.8.1:1838 3276 / ri i B
127.A.8.1:168338 127.8.8.1:183% 3276 h]EHﬂ?FB Hﬁajla|lﬂdlgl

andaki aktif network

D:sMemory Analysis~#lolatility~Uolatility—1.3_Beta>

baglantilarinin neler
oldugunu listeler
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Volatility Kullanimi - Devam

Command Prompt

D:sMemory Analysiss#llolatilitysUolatility—1.3_Betinython volatility connscan —f “"d:sMemihy Analuysis|®
WComputer Forensic Reference Data Sets C(CFReDS »wxp— LapripoElimE ettt oyt
D Memory ﬂna1y31s\#Un1at111ty\Unlat111ty —-1. 3_Beta\fnrens1cs\w1n32\crasldump py:31: DeprecationWarni
ng: the sha module is deprecated;: wuse the hashlibh module instead

import sha
Local Address Remote Address Pid

Memory imajl

192 .168.2.7:1147 212 .58 .240.145:80 1276 lizerinde arama
170.224.8.51:80 368 .
199.239_.137.245:19277 2167698096 yaparak baglanti
127.9.08.1:1037 3276 . .
127.9.9.1:1938 3976 objelerini bulur
216.239.115.140:80 368
17@.224.8.51:80 368
127.9.08.1:1837 3276
127.8.8.1:1837 3276

197.9.0.1:1938 127.9.8.1:1837 3276

D:sMemory Analysis~#lolatility~Uolatility—1.3_Beta>
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Volatility Kullanimi - Devam

EY Command Prompt

y:~Memory Hnalysis'

D:~Memory AnalysissflolatilitysUolatility—1.3_Betd#:ovthon volatility datetime —f

~Computer Forensic Heference Data Sets (CFReDS > xp—laptop= e i gy aT Lirod. omg
D:~Memory AnalysissflolatilitysUolatility—1.3_Beta~forensics wind2scra:hdump.py:31: Deprecationbtarni

ng: the shg module is deprecated: use the hashlib module instead

T,

Tmage local date and time: Mon Jul B4 14:38:32 2085 Y
alindig1 sistem

Memory imajinin

D:“Memory Analysiss#llolatilityslUolatility—1_.3_BetaX>_ tizerindeki Windows
kernel tarafindan
kullamilan tarih ve saat

bilgisini verir.
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Volatility Kullanimi - Devam

D:“Menory Analysis:#lUolatilitysUolatility—1.3 Bels’python volatility dlllist —f “d:“Fémory Analysis’Computer Forensic
D:\Menory gnalys1s\ﬂUo1at111ty\U01at111ty 1.3_Betat oFenriveminl sl *531: DeprecationWarning: the sha module
import sha

System pid: 4 Memory imaji alinan sistem

Unable to read PEB for task. ilizerinde o an ¢alisan proseslerin ve

smss.exe pid: 480 bu proseslerin yiikle DLL'lerin
Command line : “SystemRoot“System32-smss.exe listesini base adresleri ile birlikte

listeler.
Path
“SystemRoot \System32\smss.exe
Bx7c?00888 BxhBBsn C:A\WINDOWS\systen3d2hntdll.dll

csrss.exe pid: 456
iCommand line = C:~WINDOWS:system32:csrss.exe ObjectDirectory=~HWindows SharedSection=1824,3072.512 Windows=0n SubSystem
Service Pack 2

Base Size Path

Bx4a6i06000 Bx568688 SPINCSWINDOWS s ystem32Ncsrss .exe
Bx7c? 00888 Bxhaeaa C:SUINDOWS\systen32sntdll.dll
875 h488868 BxhaBea Gz \UINDOWS\systend2~CSRSRU.d11
Bx75h5 A0 Bx18668 C:sWINDOUS \systen3d2\basesrv.dll
Bx75htAA0A Bx4aB@8 C:sWINDOUS\systen3d2 winsrv.dll
B:77f 10888 Bx46608 Gz \UINDOWS\systend2\GDI32.d11
B:7c 800888 Bxf 4608 C:z\UINDOWS\systend2~\KERNEL32 .d11
B:77d 406888 Bx70608 C:\UINDOWS\systend2\USER32.d11
075290000 BxbhBaAEA C:sUWINDOUS\system32hsxs .dll

B 77d 48688 Bx?2hB8a C:S\UINDOWS\systend2 \ADUAPI32.d11
B:77e 70088 Bx716688 C:\UINDOWS\systend2\RPCRT4.d11

winlogon.exe pid: 4808
iCommand line z winlogon.exe
Bervice Pack 2

Size Path

Ax8ARAA STINCiSWINDOUS s ystem32%uwinlogon . exe

BxhBBBa C:sUINDOWS\systend2 ntdll.dll
Ax7cB0AEaA Bxf 4088 C:sWINDOWS systen3d2ikernel32 .dll
B:x77ddBBEBE  Bx?hBBA C:s\UINDOWS\systend2 \ADUAPI32 .d11
Bx77e70888  Ox71608 G UINDOWS\systend2 \RPCRT4.d11
Bx776cBEBB  Bx11666 C:sUINDOWS\systend2 \AUTHEZ.d11
Ax77c1B@0a Ax5808608 C:sUWINDOWS systen32 msvcrt .d1l
Bx77a80888  Bx74600 C:sUINDOWS\systend2\CRYPT32.d11
Bx77d4B888  Bx70606 C:sUINDOWS\systend2\USER32.d11
Bx77f 106888  Bx46600 C:sUINDOWS\systend2\GDI32.d11
B:x77h2B888  Bx12668 G UINDOWS\systend2 \MSASNL .d11
Bx75940888  0x8060 C:sUINDOWS\systend2\NDdefApi.dll
[[Bx75930008  @xaBBa C:S\UWINDOWS\systen32\PROFMAP.d11
Bx5h86BBBA  Bx54060 C:sUWINDOWS\systen32\NETAPI32.d11
Bx769cBBBA  Bxh3B08 G \UWINDOWS\systen32\USERENU.d11
Bx76hfBBBA  BxhOBA G UWINDOWS\systend2 \PSAPI .DLL
Bx76hcBABB  Oxf 00O G \UWINDOWS\systend2 \REGAPI .d11
0 77f e A0OA Ax1108688 C:NWINDOUS systen32 \Secur32.dll
Bx77920088  Bxf 3600 G UINDOWS \systen32 \SETUPAPI .d11
Bx77cBBEBE  Ox8060 G UWINDOWS~systen32 \VERSION.d11
Bx76360000  Bx166608 G UINDOWS\systend2 \WINSTA.d1l
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Volatility ile Registry Analizi

CAWIn CHWindows! Ch\Windowshsystem32homd.exe

D:“~Memory AQPD:=“Memory Analysissiilolatilisesttlalatility—1.3_Beta>*fothon volatility printkey - xp—laptop
—2005—-87-A4l-2885-A7-04-1430. ing —{ AxelA35h6A !
D:~Memory A@D:=“Memory Analysissilolatiiivysvolatility—1.3_Betasforensicsswind2scrazshdump.py:z3i: Deprec|y
ationWarnin@ationWarning: the sha module iz deprecated; wse the hashlib module instead
import sh import sha
Key name: $5SPROTO._HIU <{Stahle?
Last updated: Mon Jul B4 21:16:59 28085

Subkeys:
ControlSetB@fll <(Stahlel
ControlSetBd2 (Stahlel
LastKnownGoodRecovery (Stahle?
MountedDevices (Stahle?
Select <Stahlel
Setup <Stahlel
WPA <Stahle>
ControlSet@dl <(Stahlel
: ControlSet@A2 (Stabhlel
WBxe rasr ¢/ LaztKnownGoodRecovery (Stahled
[GREESE R L MountedDevices (Stahle?
Select <Stahlel
Setup <Stahlel
WPA <Stahle>
B :~Memory A
Jalues:

D:sMemory AnalysissflolatilityslUolatility—1.3_Betal_
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Volatility ile Registry Analizi-Devam

=N CAWindo

CAWindow

D= \HEle‘y FII'IE.]._USIS\“UD-I“‘"'-I St L....u:ou.J.J.lpb' Lo UCLOSPYLIr wir ol o ““1I‘|tkey e »p— 1aptﬂp
—2005-AY-84-1430.imdl o Bxel658h60 chrusuft\wlnduws\ﬂurrentUers1un\Run
D=z~ Memory Hna1y51s\#Un1aL;;4u,.T_ln‘ Attie et et Lottt Fas hdump - py =31 = Deprec
ationWarning: the sha module is deprecated; use the hashlib module instead

import sha
Key name: Run <Stahle?
Last updated: Mon Jun 86 BA:@8:16 20085

Subhkeuys:
OptionalComponents <Stahlel

Ualues:
REG_SZ MemgIntCert = regsur3d2 /= mogrt.dll <Stahlel
3L hlﬂgaptecﬂlrectﬂﬂ : "G:sProgram Filesz-~Roxio-Easy CD Creator 5-DirectCDwDirectCD.ex
table

BackgroundSwitcher = GisWINDOWS-SystemdZ2-hgswitch.exe <(Stahlel
CoolSwitch = C:sWINDOWSsSystem3Z2staskswitch.exe <(Stahlel
FaztlUzer CasUWINDOWS~Systemd2~fast.exe <(Stahle>
Pictometry CasUWINDOWS~pictometry.vhs (Stahlel
vptray C:sPROGRAT1SSYMANT “1~SYMANT “1~vptray.exe <(Stahle
QuickTime Task = "C:sProgram Files“QuickTimesgttask.exe' —athoottime <(Stahlel
SmcService = C:sPROGRA™1~Sygate~S5PF~smc.exe —startgui <Stahlel
ISLP2STA_EXE = ISLP25TA.EXRE START <Stahlel
AtiPTA I Atiptaxx.exe <S5tahlel
Logitech Utility : Logi Mud_Exe <Stahlel
SunJavalpdateSched = GC:sProgram FilessJava*jrel.5.0_B2%hinsjusched.exe <Stahle>

! TkBellExe = "C:sProgram Files“Common Files“Real-Update_OB-realsched.exe" -—-osho
(Stahle>

D:zsMemory Analysiss#Hlolatility~Uolatility—1.3_Beta>
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Volatility ve Sifre Elde Etme

—
CA\Windo A indos tem32\cmd.exe

e MDD ~Memory AnalysissflolatilitysUolatility-1_.3_Beta>python volatility hiveliszt —f xp—laptop
—20A5-A7-84-1438.ing -0 Bx18134bh6A
D:“Memory Analysizsilolatility~Uolatility—1.3_Betasforensicswin3d2scrazhdump_py:31: Deprec
Submit ationWarning: the sha module iz deprecated; use the hashlib module instead
import zha

Address Hame
Please fil Rt T 50020 [no name]

Avel W35haH SHINDOWS s system32hconf ighsystem
Hash: Bxelwseddld [no name]
Axe261Bh6d “Documents and Settings“SarahsLocal Settings“Application Data“Microsoft UWindo

D:“Memory Analysis
—2005—-@A7-04-1430_1i
D:“Memory Analysis
ationWarning: the
import sha
Address MHame
BxelLCoh R [no n
=1xelB3i5hok ~HWIND
W e DL et [no n
Bxe2618h60 “Docu Hash Typ| wssUsprClass .dat

ws\UsrClass .dat Pxe25fA578  \Documents and Settings\Sarah\NTUSER.DAT

Bxe25f @578 SDocu liethod: | 1@xel1d32008 “Documents and SettingssLocalServicesLocal Settings“Application Data~Microsof
Bxeld3 3B sDocu .. t Windows~UsrClass .dat

tWindows“lUsrClass Frionty Ctl 1@ye1c'?3888 “Documents and Settings“LocalService~MTUSER.DAT

Hxelc?3888 “Docu BxelcHdd4688 “Documents and SettingsMetworkService Local Settings“Application Data“Micros
31313@4533 SDocuw of t*"Windows~UsrClas=s.dat

of txMindowssUsrCla Bxelh?8h6@  “Documents and Settings“MetworkSeruvice~NTUSER.DAT

Bxelh7AhoA “Jocu Bxelb58hod SHINDOWSSsystem32sconf ighsoftware

Bxelbhihod “HIND Bxelaba7ed SUINDOWE~syzten32wconf igdefault

Avedalfmilad “~HIND AxeltCohi A SHINDOWS Ssystem32sconf ig~SAM

Mwelbhehol “HWIHD el adf 7 SUINMDOWS ssyst:n 32«conf ig~5] CIRITY

@xeraarsed  “WIND|| Lasts0

MD:~Memory AnalysissHUolatilyftysUolatility~-1.3_Betajovthon wvolatility lsadump 5 xp—laptop—
1d 2085-A7-B4-1430_img —y BxelB35h6B —s Bxeladf??8
D:“Memory AnalysisxMlolatilitysUolatility—1.3_Betasforensicswind2scrashdump.py=31: Deprec
ationWarning: the zha module is deprecated; uwuse the hazshlih module instead

D:“Memory Analysis

ationWarning: import sha
import sha _SC_p2pimsvc
Administrator:508:f

_SC_upnphost
L5_RasDefaultCredentialsHB

Guest 501 :-aad3h435(
HelpAssistant 1868068
SUPPORT_388945aB:1

PPPP 35 @ 39 AA 31 PP 34 0@ 39 9@ 39 0O 33 P 34 B@  5.9.1.4.9.9.3.4.
hoenix:1063:07ba4ll oo PP1P 31 9P P A 31 PP 36 OP 30 9@ 39 BA PR PA 37 VA  1...1.6.8.8...7.
D iaad oot P2 ©9 9P PA BB BP PP 55 @@ 55 @A 2F BA 70 A 70 B8 ...... u.u./.p.p.
I:1884: 283 AP3P 70 O 34 AG 33 PP 31 OP 37 90 30 O PR PA 2B B p.4.3.1.7.8...+.
Sarah:1806:aad3b43) _ PP4A 7@ @@ 2F 9@ 38 BA 3D 9@ 6A PP 62 PA 26 BA @A PR p./.B.=.j.b.&...

) PRSP @9 AR 30 A0 AP PR PP A - P -
D:“Memory Analysis X A
acbl98523eledbie3issalel38 7306053 1m table HECKTH1SMOFO al 115.40s

Bf295acf35cBi5T75c4T221ea0dc32cid mds table <notfound> al 255.593
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Volatility Ile Process Dump

D:~Memory
3. img

28.83.2818 12:31

A -

<DIR>

03210 12:37 277.344.256 1956.dnp

15.08.2008 ©4:24 14.319 CHANGELOG. txt

zervices.ex 15.88.2008 64:25 623 CREDITES.txt
lzass.exe ionf@5 . 1826007 16:81 154_860% dlllist.txt
vmacthlp.ex h, |27.88.2009 11:52 <DIR> forensics
zuchozt _exe 18.05._2008 20:23 817 LEGAL.txt
zuchost.exe 18.85.20688 20:23 15.123 LICENSE.txt
zuchozt _exe -h 30.07_ 2009 11:29 <DIR> maluare
zuchost.exe 15.88.2008 0O4:28 265 MANIFEST
zuchost.exe -t TY|21.85.2088 14:83 27 MANIFEST . din
explorer.ex 15.81.2668 13:19 4% 152 md5.exe
zpoolsu.exe -o 0] |23.85.2085 @9:33 14_848 md51ib.d11
UMuareTray. 27.88.2009 11:52 <DIR> memory_ohjects
UHuwarelser. -p P|[27.88.20807 12:17 <DIR> memory_plugins
umtoolsd.ex| | @5.18.2609 11:87 21.986 openfiles.txt
UMUpgradeHe| |D=“Hem| [15.68.2088 12:49 264 PHEG-INFOQ
aly.exe sxpspd | [30.89.2009 @8:59 J.824 pstree.txt
wecntfy.exe| D:sMem| |18 .685.2888 2A0:23 18.625 READHME.txt
ctfmon.exe ||ationlly (18.65.2888 28:23 12.157 READHME.win
L85 cheduler impol| [28.82 2007 OA:A2 7.924 rip.pl
@7 .10.200%9 O00:01 241 .885 sebnemxplaptop_dlllist.txt
ORE.E&| D:%Memi( @2 .10.28009 @AA:41 76.281 sebnemxplaptop_fileslist.txt
cm ézdd 15.85.2008 0O4:28 572 setup.py
win -EXE " 4
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